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Phishing Exposed unveils the techniques phishers employ that enable them to successfully
commit fraudulent acts against the global financial industry.Also highlights the motivation,
psychology and legal aspects encircling this deceptive art of exploitation. The External Threat
Assessment Team will outline innovative forensic techniques employed in order to unveil the
identities of these organized individuals, and does not hesitate to remain candid about the legal
complications that make prevention and apprehension so difficult today.This title provides an in-
depth, high-tech view from both sides of the playing field, and is a real eye-opener for the
average internet user, the advanced security engineer, on up through the senior executive
management of a financial institution. This is the book to provide the intelligence necessary to
stay one step ahead of the enemy, and to successfully employ a pro-active and confident
strategy against the evolving attacks against e-commerce and its customers.

About the AuthorAlfred H. Marks is Professor Emeritus of American Literature at SUNY, New
Paltz, New York, where he taught from 1963 to 1985.Monika Hinkel recently finished completed
her Ph.D. at the Department of Japanese Studies, Bonn University on the topic of the historical
prints of Toyohara Kunichika, with a focus on the Western influences on his art.Amy Reigle
Newland has worked as a specialist editor and writer on Japanese woodblock prints for some
fifteen years, with a particular interest in works of the late nineteenth and early twentieth
centuries.Cecilia Segawa Seigle is Professor Emerita of Japanese Studies in the Department of
East Asian Languages and Civilizations, University of Pennsylvania, where she taught from 1984
to 1999.Harue M. Summersgill is Professor Emerita of Japanese Language and Literature at
Chaminade University, Honolulu, where she taught from 1976 to 1997. Her publications and
translation work include 'The Influence of William James and Henry Bergson on Natsume
Sōseki's Higan sugi made' (Kyushu American Literature XXII, 1981) and Bonchi (by Yamasaki
Toyoko; trans., 1982).
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sun_bum2, “A Surprisingly technical read.. As a system's administrator for a medium sized
company, I've seen my share of phishing emails. I've become so used to seeing them that I
stopped paying much attention to them. I didn't see anything technical about people sending an
email.Phishing Exposed is a look at the phishers themselves, their motives, their techniques. Bit
by bit looks at new cross-user attacks, such as a new one (to me, anyway) called "Response
Splitting." From malicious software using publically unknown flaws in software, even exploiting
flaws in Voice over IP services to abuse the trust of their victims.The author steps the reader
through the cycle of the phisher, and even shows high-profile sites guilty of e-mail tactics that
make them prime targets for phishing attacks.I agree Security Professionals will take something
from this book, but I recommend it largely to other Sysadmins, who might not consider the scope
of this threat, which is becoming more and more a problem.”

Marnie_ATL, “Phishing Needs to be Exposed to More of Us!. Here are the chapters:- Chapter 1
Banking On Phishing- Chapter 2 Go Phish!- Chapter 3 E-Mail: The Weapon of Mass Delivery-
Chapter 4 Crossing the Phishing Line- Chapter 6 Malware, Money Movers, and Ma Bell
Mayhem!- Chapter 7 So Long, and Thanks for All the Phish!395 pages paperbackAs others
have stated in their reviews, this is the book if you are involved in Internet security either at an
ISP, webserver administrator or a security analyst at a large corporation or in law enforcement
dealing with cybercrime. Phishing Exposed is also very useful for watch dog individuals on the
web who actively report Internet scams to ISPs. It is an eye opener on how phishing scams have
gotten more sophisticated in snaring unsuspecting victims' data within the last few years. This
book was released in late 2005, however, most of the information is still rather relevant and
useful for today for those who are working to minimize Internet fraud. For example, the use of
botnets and malware have gained a larger role in the proliferation of phishing scams since this
book was published; the author does cover some detail on this newer approach to perpetuating
fraud online.I have pretty much read the entire book, though I read quickly through all the
scripting and coding details Lance outlines in his book and the detail takes up quite a few pages.
I did enjoy reading it, thus why it only took me about 2 days to get through it. As I come across
some of the coding complexities Lance outlines, I will return to this book as a reference.One
criticism I have is there is no glossary of terms. Lance uses many many technical terms, a few
here and there that I didn't know and when I did read them, sometimes I forgot what they stood
for.I will point out a few highlights which may be useful for some of what is covered:Email
HeadersThe author provides us information on how to read email headers we receive in spam
from phishers who are just a subset of spammers anyway. This is quite useful for those still
learning how to decode email headers line by line. Though there are a few things the author
leaves out regarding explaining the breakdown of headers, he covers this seldom-covered
subject quite well. Most of the samples of spam we have here are Lance's own fake phishing



spams, similar to examples you will read in the scripting sections.ScriptingThe author tells us
about CSS (Cross Site Scripting) - Cross site scripting (also known as XSS) occurs when a web
application gathers malicious data from a user. The data is usually gathered in the form of a
hyperlink which contains malicious content within it. The user will most likely click on this link
from another website, instant message, or simply just reading a web board or email message
[...]. This part of the book will take me longer to grasp as my own scripting knowledge is not very
strong.Lance covers the scripting exploits in creating phishing websites in regards to DHTML,
DOM, SSL, JavaScript, redirects, and covers HTTP responses (common status codes) via user-
agents. Lance uses his own made-up phishing sites to demonstrate how these scripts work.
Status codes example: such as 404 file not found.Money LaunderingFinally, the author also
covers phisher money laundering in chapter (6) "Chapter 6 Malware, Money Movers, and Ma
Bell Mayhem!" of the book. Phishers use mules to forward the funds for them (mules have bank
accounts setup to accept the money and transfer it elsewhere: sometimes the "mules" do not
even realize they are participating in illegal activity); this is similar to what drug dealers do to
launder their money. He also covers caller ID spoofing in this chapter. This area is probably
generally less well known, as it is more of the bank side of things of how the stolen money is
transfered from account to account.”

The book by Kent McManis has a rating of  5 out of 3.3. 10 people have provided feedback.
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